
OnActuate Fraud
Protection Solution
SEAMLESS SECURITY AT EVERY STEP

Fraud has become a major issue for businesses across all industries. 
Taking steps to protect your organization and customers is essential!

The OnActuate Fraud Protection Solution protects your customer and employee accounts from 
fraudulent activities and transactions, and establishes trust. Its risk-based framework adds extra layers 
of protection to Microsoft Dynamics 365 Fraud Protection to further prevent identity and account 
takeovers.

Identity Verification & Account Protection

BOT PROTECTION

ReCAPTCHA Enterprise Service to 
detect and prevent malicious 
software

ABOUT ONACTUATE
OnActuate Consulting, Inc. is a globally recognized Microsoft partner. We manage product implementations and design innovative solutions for Microsoft 
Business Applications users. Our process-centric and people-first approach ensures we design technology to solve the unique challenges of our 
customers. Connect with our team at: www.onactuate.com

MULTI-FACTOR AUTHENTICATION

Automatically and adaptively 
address risks during log in or new 
user registration

RISK-BASED ASSESSMENT

Calculate account risk scores based on 
internal and external channels, such as 
BOT Score, Risk Profile Score, Credit 
Score, and Dark Web Score

KNOWLEDGE-BASED 
VERIFICATION (KBV)

Requires users to have knowledge of 
private information to prevent identity 
impersonations for informational and 
financial gain 

DOCUMENT ID VERIFICATION & 
FACIAL RECOGNITION

Biometric scanning using Microsoft 
Cognitive Services Face API while 
the transaction is happening to stop 
a fraudulent claim in its tracks

AZURE ACTIVE DIRECTORY 
B2C INTEGRATION 

Integrates with popular apps like 
Facebook make it easy to use 


